
Congress is currently considering several cybersecurity 
bills. The Cyber Intelligence Sharing and Protection 

Act (CISPA) passed the House in April, and two Senate 
bills are being developed: the Cybersecurity Act of 2012, 
authored by Senators Joseph Lieberman (I–CT) and Susan 
Collins (R–ME), and the Strengthening and Enhancing 
Cybersecurity by Using Research, Education, Information, 
and Technology Act of 2012 (SECURE IT), authored by 
Senator John McCain (R–AZ).

Estimates of losses from cyber theft vary widely and 
may be as high as $400 billion in the West annually. The 
specter of a crippling attack on critical industries, such 
as the electrical grid or the financial system, looms in the 
minds of many. Congress should not act before it considers 
the consequences of each bill. Within the bills are com-
peting views on how to solve the nation’s cybersecurity 
problems, and each deserves closer inspection.
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Definition of 
cyber threat 
information

Technical vulnerabilities; efforts 
to degrade or destroy a system; 
efforts to gain illegal access and 
steal data; threats to integrity and 
availability of a system

Malicious recon, commands, or 
control; technical vulnerabilities; 
actual or potential harm when 
necessary to describe a threat; 
methods to defeat attacks and 
controls

Technical vulnerabilities; methods 
of defeating malicious control and 
mitigating cyber threats; malicious 
recon; actual or potential harm 
when necessary to describe a 
threat; activity known to signify 
malicious cyber threats; cyber 
defense information

Broad definitions are necessary 
so U.S. cybersecurity analysts do 
not inadvertently miss true cyber 
threats.

Government-
authorized uses 
and limitations

Cyber- or national security; to 
prevent death or serious harm; to 
protect minors from trafficking 
and exploitation; to investigate and 
prosecute any offenses to this list

To protect or mitigate damage 
to information systems; to use 
related to a crime that is occurring, 
has occurred, or is about to occur

Cyber- or national security; to 
prevent, investigate, or prosecute 
serious crimes as listed in Section 
2516 of Title 18, U.S. Code

Artificial barriers cause 
information to not get shared. 
Sharing should be focused on 
cybersecurity but can also help 
other legitimate government 
purposes.

Role of DHS 
in information 
sharing

Any information shared with 
the government is collected 
by National Cybersecurity and 
Communications Integration 
Center (NCCIC) in DHS. NCCIC 
can then share with other federal 
agencies and the private sector.

DHS will establish exchanges to 
enable sharing among private and 
government entities. NCCIC will 
start as the lead exchange. DHS 
can establish additional exchanges 
and change the lead. 

DHS will house one of several 
cybersecurity centers that 
will be responsible for sharing 
information. DHS will assist with 
education and federal information 
security efforts.

DHS should play a leading role 
in cybersecurity information 
sharing. In theory, DHS should 
lead the sharing and analysis 
of information, but it currently 
lacks the resources and expertise 
and should rely on the NSA for 
analysis.

Role of NSA, 
DOD in 
information 
sharing

The private sector can share 
information with NSA or DOD. 
Information must be reported to 
NCCIC. NSA and DOD can also 
request information from NCCIC 
for one of the authorized uses.

An additional exchange may 
be set up in NSA. DOD/DNI 
consultation in creating exchanges 
and assigning the lead exchange. 
NSA receives information from 
DHS-assigned lead.

NSA will house one of several 
cybersecurity centers that 
will be responsible for sharing 
information. 

The NSA currently has the 
expertise and resources to take 
the lead in cybersecurity sharing 
and analysis. As a defense-
focused organization, however, 
the NSA is problematic as a lead.

Private-to-
private sharing 
mechanisms

Legal ambiguities removed. Private 
entities may directly share with 
other private entities. Cannot use 
to gain an unfair advantage over 
competitors.

Legal ambiguities removed. 
Entities may directly share with 
other entities. Cannot use to 
gain an unfair advantage over 
competitors.

Legal ambiguities removed. 
Entities may directly share with 
other entities. Cannot use to 
gain an unfair advantage over 
competitors.

Legal ambiguities should be 
removed. Private entities should 
be encouraged to share threat 
information with other private 
entities to help them defend 
against cybersecurity threats.



For more information, please visit http://heritage.org.
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Government-to-
private sharing 
and classification 
provisions

Sharing directly from intelligence 
community to certified private 
entities that possess appropriate 
clearances.

Sharing occurs through exchanges. 
Classified information shared only 
with certified entities that possess 
appropriate clearances.

Sharing occurs through 
cybersecurity centers. Classified 
information shared with certified 
entities, while declassified 
information shared with any entity.

The government is slow to give 
security clearances and provide 
information for bureaucratic 
reasons. More resources should 
be focused on giving clearances, 
and barriers to sharing should be 
removed.

Privacy oversight 
provisions

IG oversight and report annually 
on type and use of information. 
Government liable for violating 
restrictions on FOIA, regulatory 
use, proprietary information, etc.

Privacy and Civil Liberties 
Oversight Board (PCLOB) annual 
report on impact of sharing on 
privacy; AG notified of violations; 
DHS, DOD, and DNI develop and 
review procedures to minimize the 
impact on privacy.

Centers give biennial report to the 
PCLOB on the type of information 
shared, impact on privacy, steps 
taken to reduce impact, and 
breaches and violations. Also IG 
oversight.

Instead of crippling restrictions 
on sharing information, a wiser 
course is allowing broad sharing 
with strong oversight, such as IGs. 
Remedy for government misuse of 
information already exists, so new 
measures are unnecessary.

Liability 
protection 
provisions

Protection so long as information 
shared in good faith.

Protection so long as information 
shared in good faith. Private cause 
of action exists for failures to 
protect or the misuse of personally 
identifiable information.

No cause of action shall be 
maintained against any entity for 
using or disclosing cyber threat 
information as authorized by this 
bill or for the actions or inactions 
of later recipients.

Private-sector entities should be 
protected from liability unless 
they willingly engaged in harmful 
behavior. A lower standard invites 
lawsuits and undermines sharing.

FOIA, regulatory 
use, and 
proprietary 
information 
provisions

Information protected from FOIA 
and regulatory use. Proprietary 
information also protected.

Information protected from FOIA 
and regulatory use. Proprietary 
information also protected.

Information protected from FOIA 
and regulatory use. Proprietary 
information also protected.

Shared information should 
be protected from FOIA and 
regulatory use. Otherwise, the 
private sector will not share 
for fear of more regulation 
or competitors stealing their 
proprietary information.

Regulatory 
footprint

None Large with many unknowns None Regulations cannot keep up 
with improving technology and 
will likely result in decreased 
innovation and bare compliance, 
not true security.

Cost to private 
sector

Little to none. Must meet 
certification standards for 
classified information. Optional 
costs to remove personally 
identifiable information. No cost 
for not participating.

Potentially high. DHS regulations 
may require key actors to purchase 
costly, advanced cybersecurity 
suites. Must meet certification 
standards for classified 
information.

Little to none. Must possess 
security clearance to access 
classified information. Optional 
costs to remove personally 
identifiable information. No cost 
for not participating.

Costs should not exceed the 
benefits. The costs of regulation 
should be quantified before a bill 
is seriously considered.


